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HIPAA HOSTING SOLUTIONS

OnRamp offers the most comprehensive HIPAA solutions on the market. Our 
processes and services dive far more deeply into ensuring compliance with HIPAA 
than most other data centers or hosting providers.

Every HIPAA Solution Includes

•• 100% uptime guarantee and SLA
•• Dedicated team of HIPAA experts
•• 24/7/365 Full Hybrid Support

•• Signed business associate agreement
•• Enterprise class hardware/software
•• Auditable infrastructure

HIPAA Compliant Hosting
Achieve Auditable HIPAA Compliance

STATE-OF-THE-ART  
DATA CENTERS

•• HITRUST CSF Certified

•• HIPAA Compliant Facilities

•• SSAE 16 / AICPA SOC 2 Type 2 & SOC 3

•• 24/7 Staffed Onsite NOC

•• Multi-layer Physical & Logical Security 

•• 2N Power from Substation to the Rack

•• Fully Redundant Network Architecture

HIPAA COMPLIANT HOSTING 

OnRamp’s HIPAA experts work closely with 
�each customer to design and implement 
�systems and applications to meet HIPAA’s 
�privacy and security standards. Working with 
�OnRamp, you have a trusted partner in �ensuring 
that your IT infrastructure is HIPAA �compliant.

“Our team felt very strongly about 
�the decision to go with OnRamp, 
�largely due to the security and �privacy 
protocols they built around �their 
HIPAA compliant hosting �offerings.” 
COO - analyticsMD

Risk Analysis 3-step Risk Management Tool developed by our HIPAA compliance 
experts to ensure the confidentiality, availability, and integrity of your 
ePHI.

Network 
Firewall

Best-in-class firewalls to protect your network perimeter and keep 
unauthorized traffic from entering.

VPN Tunnels FIPS 140-2 compliant VPN tunnels to encrypt traffic and provide secure 
remote access to your OnRamp hosted infrastructure.

Encrypted 
Storage

Industry-leading AES 256-bit full-disk SAN encryption to protect your 
sensitive data at rest without sacrificing performance.

Encrypted 
Backups

Secure and compliant backup and recovery services to protect mission-
critical applications against costly data loss.

Malware 
Protection

Centralized anti-virus/anti-malware software to detect and remove 
malware and safeguard sensitive data from malicious activity.

File Integrity 
Monitoring

Continuous monitoring of files, folders, and registry keys to detect and 
alert on unexpected changes and ensure data integrity.

Log 
Management

Automated log collection and analysis to facilitate the rapid 
identification of critical security events and the regular review of system 
activity.

Intrusion 
Detection and 
Prevention

Real-time monitoring of network traffic to detect malicious activity and 
prevent security threats from causing harm to your network.

Web 
Application 
Firewall

Application-layer defense to protect web-facing applications against 
targeted threats, including SQL injection, XSS, and zero-day attacks.

Two Factor 
Authentication

Two independent authentication factors to validate remote users and 
prevent unauthorized access.

Vulnerability 
Scanning

In-depth inspections of computer systems and applications to identify 
security weaknesses and vulnerabilities that could be exploited.


